SSH Secure Shell for Windows
How to Obtain, Install, Configure and Use SSH Secure Shell

How to obtain the SSH Secure Shell

There are several ways of obtaining SSH Secure Shell for Workstations software.
Beginning in the fall 2003, all faculty and staff Windows computers have SSH Secure
Shell software installed as part of the standard disk image. If your office computer does
not have SSH Secure Shell installed, please contact the ITS Help Desk at x5-54346 for
assistance.

If you are a Mac user, please refer to the information here:
http://www.easternct.edu/ecsu/makepages/getting started.htm

For use on your home computer, you may download SSH Secure Shell, (free, non-

commercial version), from the SSH.com website at: ftp://ftp.ssh.com/pub/ssh/ (filename:
SSHSecureShellClient-3.2.9.exe)

SSH Secure Shell for Workstations works with all Microsoft Windows versions. Please see
page 10 of this document for complete minimum system requirements.

The “SSH Secure Shell for Workstations User Manual” is available from the Help menu
within the program. It is also available in Adobe Acrobat format at:
http://www.ssh.com/products/ssh/winhelp32/ssh2winclient.pdf

How to install SSH Secure Shell

e After successfully downloading the application to your computer, browse to saved
location. If you should not remember the downloaded file’s location, do a search for
the filename SSHSecureShellClient-3.2.9.exe

e Double-click SSHSecureShellClient-3.2.9.exe

e Accept the default settings during the installation. The installation is simple and
requires only that you accept the End User License Agreement and click on the Next
buttons to accept the defaults (recommended). Click on Finish to complete the
installation. No reboot is required.

There should now be 2 new “shortcut” icons on your desktop.

& is the shortcut to: SSH Secure File Transfer Client. ‘ﬁ!is the shortcut to: SSH Secure
Shell Client.

The SSH Secure File Transfer Client is the application which you will use to transfer
(publish) files to the new web server. If you have previously used a graphical FTP client
such as CuteFTP or WS_FTP, SSH Secure File Transfer Client looks and works in a very
similar way.
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How to Configure SSH Secure File Transfer Client

1. Open Secure Shell File Transfer Client from the shortcut & on your desktop.

2. Click on the “Quick Connect” button on the toolbar.
3. A “Connect to Remote Host” box like the one in Figure 1 below appears.

Cick Conneck

Figure 1
Connect to Remote Host g|
WL Host Name: |
E, | —
User Mame: | Cancel ‘
Port Murnber: |
Authertication Method: | SRl g

4. In the Host Name box enter 149.152.33.156
5. In the User Name box enter your username

6. In the Port Number box enter 22
7. Select Password in the Authentication Method box

Verify that your screen matches Figure 2 below (with the exception of the
username box, where your own username should be)

Figure 2
Connect to Remote Host El
B Host Name: [143.152.33 156 Connect
=] e
. QSET M ame: |username Cancel I
Port Mumber: |22
Authentication Method: |[EEEERE

8. Click on the Connect button
9. An “Enter Password” dialog box like the one shown in Figure 3 should appear.

Figure 3

Enter. Password

Pazsword: ||

Enter the password supplied to you by ITS for the new web server. If you do
not know the new password, please contact Bill Kenney (web server
administrator) at x54688. Bill’'s hours are: Tue - Thurs 3:00 PM - 11:00 PM,
Fri & Sat 8:30 AM - 4:30 PM. During normal business hours Mon — Fri,
contact Kevin Gill x55793 for further information.

10. Click on the OK button
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11. The first time you logon to the from any computer, you will see a “Host
Identification” dialog box similar to Figure 4.

Figure 4

Host Identification

%]

=L | “ou are connecting to the host 143,152, 33.156" for the first time.
Wil The hozt has provided you itz identification, a hozt public key.

The fingerprint of the hast public key iz
"wuhoh-paboh-zilin-gizem-hezed-cyk uh-foleb-pumet-peciv-fuppc-zasus'

Y'ou can zave the host key to the local database by clicking res.
Y'ou can continue without zaving the host key by clicking Ma.
You can alzo cancel the connection by clicking Cancel.

Do you want o save the new host key to the local databaze?

Cancel Help

12. Click on the Yes button.
13. An “SSH Secure File Transfer” window similar to Figure 5 should appear.

Figure 5

& 149.152.33.156 - webmaster - SSH Secure File Transfer

=163

File Edit Wiew Operation Window Help
=R S8 % i W o ew
;j Quick Connect | Profiles
Gy A g @ ;J add By A Em e k7 | {export/home gilk] Lj Add
Local Marme / Size | Type Modified # | | Remate Name 5 Size | Type Modified
UDMy Documents Swstem F...  0&/04/2002 07:19:... IJtest Folder 07/11/2002 04:04:...
'-_J Iy Computer Syskem F... .profile 582 PROFILE ... 04/25/2002 10:37:...
‘-JMy Metwork Places Swstem F. .. @ .sh_history 30 SH_HIST... O07/18/2002 10:50:...
2| Recycle Bin Swstem F. ..
Internet Explarer Swskem F. ..
Microsoft Outlook Swstem F. ..
:gDzSoFt Petl Editar g27  Shorkout 06/03/2002 09:15:..,
% ECSU Radius 524  Shorkcut 03/13/2002 11:41:..,
A Interictual Player 792 Shorkcut 01/27)2002 06:42:..,
Live Tax Advice 2,005 Shortcut 02/03/2002 09:35:...
MovieDy 4.0 1,928 Shortcut 05/18/2002 09:37:...
Metscape 6.2 803  Shorkout 05/03/2002 08:25:..,
Metscape 7.0 793 Shorkcut 05/27/2002 12:21:..,
@SSH Secure File Transfer Client 970  Shorkcut 07/11/2002 08:53:..,
SSH Secure Shell Client 812 Shortcut 07/11/2002 0&8:58:...
'?!Lllead DYD MovieFackary Trial 960  Shortcut 11/12/2001 09:06:...
D winzip 841  Shorkcut 04/22/2002 11:29:...
I 5 autoupdate File Folder  05/31/2002 11:04:...
| I Campus Agreement Stuff File Falder 06/03/2002 08:18:...
| IECSUWER File Folder 05/12/2002 11:10:,,, ¥
< ¥ £ >
Transfer | Cusoe
% | Source File: | Source Directary | Destination Direckary Size | Stakus Speeg:l ] Time |
Connecked to 149,152.33.156 - [exportfhome/gillk [55Hz - aes128-cbe - hmac-mds - none |3 items (612 B) QZ]
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Publishing Web pages to with SSH Secure File Transfer Client

1. Referring to the screenshot above, the left-hand pane of the SSH Secure File
Transfer window displays the contents of your computer’s drives. The right-
hand pane displays your default folder location (/export/home/username) on
the server. The third pane at the bottom displays a history of file transfers.

2. The path on the server is displayed in the address box located above the right
hand pane; in the example picture above you see /export/home/gillk. To
change to the directory you wish to publish to, simply type the path into the
address box.

Once you’ve entered your path, press the Enter key on your keyboard. The
directory you wish to publish in should be displayed in the right-hand pane.
To avoid having to type the path each time, you may click on the Add button
located to the right of the Remote address box. By default, each time you
start SSH Secure File Transfer Client and connect to the web server, the
Remote pane will always show the contents of /export/home/username.
However, if you've added your path using the procedure just discussed, you
can click on the down-arrow button at the right end of the remote address
box and select your saved path from the list shown.

3. Navigate to the file you wish to publish located on your PC in the left-hand
pane, in the same manner as you do using Windows Explorer. Once you have
located the file(s) you wish to publish on your PC, select them by clicking
once on the file name. To select multiple files, hold down the Ctrl key on your
keyboard and using your mouse, click once on each of the files. Once you
have selected the local files you wish to publish, you may simply drag them
from the left-hand pane into the right-hand pane and drop them into the

correct directory on the web server. You may also use the Upload Arrow i

Dialog located on the toolbar. See Figure 6.

Figure 6

£ - defaultsftp - SSH Secure File Transfer

File Edit Wiew Operation ‘Window  Help

=N S8 % Lo-EE WY o e
IUpload files Fram local computer ba remaoke host ||_|p|.;.a|j Dialog (CtrI+LI]|| i;’;]

Clicking on the Upload Arrow i (or using the keyboard shortcut Ctrl+U) opens
a dialog box similar to the one represented in Figure 7.
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Figure 7

Upload - Select Files
Lok jr; | < 05 BOOT DRIVE [T | = cF E-
i m| [ Downloads
(= RECYCLER
| 1] 05659109, bin [y wersion
|[E] pCcheck.LOG [Cnoversion
* boot.ini AT

| extsetup. sif CISETUR
% | MSD0S, 5SS Syskem Yolurme Information
| =l 10.5vs [CdwWIN NT$.~EBT

| COMFIG. SYS [ChActiontec
| aUTOEREC BAT |[CT)Documents and Settings
! (| nkldr | Microsoft Media Downloads
ij MNTDETECT.COM |[CTiMicrosoft Hardware
| = sLoR g [T PowerToys 4P
| vwsTasCAN WlTemp
[E= wiNDows
!a Program Files

File name: |
Filez of type: ],-'.‘-,II Files [*.%] _v_J Cancel

4. Select the file(s) you wish to publish. Click on the Upload button
The selected files are published to the webserver into the directory you have
selected in the right hand pane. You may copy files from the webserver to
your PC for editing by following the above instructions, substituting the
Download Dialog Arrow or Ctrl+D keyboard shortcut (see Figure 8).

Figure 8

f@ - defaultsftp - SSH Secure File Transfer

File Edit Mew Operation indow  Help
; - e I - SR b @16 | B ey
H 28 ST fn nf':::: 395191 o @n
Download selected items From the remote host to|Download Dialog (Cerl+00 %I

5. When you have finished publishing click on the Disconnect icon # from the
toolbar or from the File menu choose Disconnect. A Confirm Disconnect box
(Figure 9) will appear.

Figure 9
Confirm Disconnect El

Help ‘

[ Bemember my answer

6. If you are certain you want to disconnect, click on OK, if not click on Cancel.
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Web Server Password Maintenance Using SSH Secure Shell Client
Password maintenance on the new web server is done through the Secure
Shell Client application. Passwords will expire every 90 days.

1. From your desktop icon start the Secure Shell Client. A window like the
one shown in Figure la should appear.

Figure la

% 2: - default - SSH Secure Shell M=

File Edit Yew ‘Window Help
HE &k 217 S M B % @

: £ quick Connect ] Profiles

55H Secure Shell 3.2.0 (Build 267)
Copyright (o) 2000-2002 55H Communications Security Corp - http: /dwvr. ssh. com/

Thisz copy of 35H Secure Shell iz licensed for educational, charity,
or personal recreational or hobby use.
Any commercial use redquires a separate license.

Mot connected - press Enter or Space ko conneck 80x17 @

2. Click on the Quick Connect button (or from the File menu, select Quick

Connect.
3. You will see a Password dialog box like the one shown in Figure 2a below.

Figure 2a
Connect to Remote Host [X|
B oot Name: 149.152.33.156 Connect |
=5
User Mame:; |username Cancel ‘
Eart Murnber:
Authentication b ethod:

4. Be sure to enter your username in the User Name box. All other boxes
should appear exactly as in Figure 2a. Click on the Connect button.
5. An “Enter Password” dialog box like the one in Figure 3a will appear next.

Figure 3a

Enter Password

0

Password: ||

Cancel
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6. Type your old password in the “Enter Password” box and click on OK. If your
password has expired continue to Step 7. If you wish to change your
password at any other time, skip to Step 10.

7. Figure 4a represents the SSH Secure Shell Client screen you will see after
logging on in order to change an expired password.

Figure 4a

149,152,331 56 - default - 55 Secure Shell

fik  Edt Wew  Window  Hel

E &S 0y s 4 258 % &

Fl ouckComedt | Frofiles

938 Sacues Shell 3.z2.0 (Baild 27|
Copyraght (o) 2000-2002 53H Copouoicatioma Securiky Cocp - betps Afwoo, =sh, coos

Thia copy of 38H $ecure hell ia licenaed for educacional, charity.
0I per=oOsl ceci=ational oc hobby uas.
Any compesrcisl use requires a separace license.

Varning: Vour passwopd has explesd, plesse clhangs Lo pow
Enter login passwnzds

Cannertad bo 149.152.33. L5h 55HZ - a2c| 28-che - hnac-md5 - none | 82T E]

8. Type in your old password at the Enter login password: prompt
NOTE: If you type your old password incorrectly you will see an error
message. See Figure 5a below.

Figure 5a

A 149.1%52_33.156 - defauli - 55H Secure Shell

Be Edt des dindes  Hep

H Sh 0 B0 A 880 % &
[T gk Eorved] (& wofles
35H Secure (Huild 267

Copyright (7) 2000-2002 E5H [oMMMICATIONS Security COrp - htopl S /owm. ssh.oood

This copy of 396 Secure Shell is licensed for sdicational, charicy,
or pEcsonal cecresbtionel oo hobby us=e.
ARy commercial wde reduleed A deparace licerae,

Warnlhg: Toue passwoed hes expired, please chesgs i1 now
Eotec login pas=swocds

3ahA(FYSTEN) 1 J0LTY, QEong passed

TALOINT Toof credentisls would hresk che TRo Services that
u=e memguce= pc on bhi=z hosk!

o0t may uge Hegylogout -£ oo @0 this (et pour o elak) !
Varniog: Youc passwocd hes expired, please changs 1t now
Extet login paaswords

Ner passward:

F=-=nter nen pa=soocd; I

Cornect uickly wthou: prof ies I3 - sesl20-cc - hmac-nds - nowe B0SET ]
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Re-type your old password correctly and press the Enter key. You will be
prompted to enter your new password. Press the Enter key on your
keyboard. You will be prompted to re-enter your new password a second
time for confirmation purposes. Do so and press the Enter key on the
keyboard again. Once you have successfully completed these tasks, your
screen will change to one similar to Figure 6a.

Figure 6a

“H 149.152.33.156 - default - SSH Secure Shell

Eile Edit Wew window Help

H gk " ¥ B # 0 W @R

21 Quick Cormect || Profiles

3%H Zecure Shell 3.2.0 (Build 287)
Copyright (c) Z000-zZ00Z 533H Communications Security Corp - http: /vy, ssh. com/

Thiz copy of 35H Secure Shell is licensed for educational, charity,
or personal recreatiohal or hobby use.
Any commercial use requires a separate license.

Warning: ¥our password has expired, please change it now
Enter logih password:

3shd (3¥3TEM) : Sorry, wrong passwd

removing root credentials would break the rpc services that
use secure rpc on this host!

root may use Eeylogout -f to do this (at your own risk)!
Warning: ¥our password has expired, please change it now
Enter loginh password:

New password:

Re-enter new password:

35hd (3Y3TEM) : They don't match; try again.

New password:

Ee-enter new password:

sshd (AYSTEM): passwd successfully changed for gillk

Last login: Sun Jul 21 16:09:28 2002 from da00ld21561. cam-

Sun Microsystens Inc. Sun03 5.8 Generic Patch October 2001

Sun Microsystens Inc. Sun03 5.8 Generic Patch October 2001

s 1

Connected to 149,152,33.156 55HZ - aes128-cbe - hmac-mds - none | 50x27 :"E]

Note: if you mistype your new password (non-matching) this message appears:
sshd (SYSTEM): They don’t match; try again. See Figure 5a above.

9. If you successfully enter your new password twice as required, you will
receive an on-screen confirmation message:
sshd (SYSTEM): passwd successfully changed for <your username>

Once you have successfully changed your password, click on the Disconnect
icon on the toolbar. A confirmation dialog box will appear. Click on OK to
complete the disconnection from the web server.

The following steps 10 — 14 discuss changing your password for reasons other
than expiration.
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10. Figure 7a represents your screen after logging onto the new web server.

Figure 7a
E 7:149.152.33.156 - default - SSH Secure Shell

File Edit VWiew ‘Window Help

‘H sk 02 ;

E ;_‘_] Guick Connect ] Profiles

# S % @K

.3

35H Secure 3hell 3.Z.0 (Build 267)
Copyright (o) 2000-2002 S5H Communications Security Corp - http://wmnw. ssh.com/

This copy of 55H Secure Shell is licensed for educational, charity,
or perzonal recreaticnal or hobby usze.
Amy commercial use requires a separate license.

Last login: Sun Jul Z1 17:36:50 2002 from dal0ldZ365.cam-—

Sun Microsystems Inc. Sun0s 5.8 Generic Patch October 2001
Sun Microsystens Inc. Sunls 5.8 Generic Patch October 2001
N |

JI&

Connected to 149, 152,33, 158 [55H2 - aes128-che - hmac-mds - none | B0x13 ) ﬁ

11. At the $ prompt type passwd as shown in Figure 8a.

Figure 8a
T #:149.1%2,.33.1%6 - defauli - 55H Secure Shell
Fl=  Edt Uews ‘Windom  Help
B S0 i RES & S0 % 8
£ SackConnect || Profies
o
Laac Logind Sum Jul E1 17:25:17 3003 feom da00ld3365, can-
Sun Microspstens Inc. Sumb5 E.B Generic Patch  Occober ZOOL
Sun Microsystens Ino. s F.B Gaperio Patoh Qotobher 200L
§ pa=
W
Corrected ko 149, 152,733,156 S3HE - aps128~cbe - hbmac-md5 - nore | E0:LT E’I

12. Press the Enter key on your keyboard. Figure 9a shows the result of this.

Figure 9a

A 3:149.1%2. 331156 - defaull - 555 Secure Shell =]

Ble Eck Mes Mindon  Help
H Sk 0¥ e @ d S8 % &6
5] QuckComed: ] Profies
o o -~
lagt login: Sun dul Z1 17:Z3:17 2002 frop daC0ldZles, caa-
Jun Micreaystens Ino,  Smdd 5.8 Geperic Pateh  Oeteber 2001
Sun Kicrosystens Inc. Sunds 5.8 Germeric Fateh  October 2001
§ pazswd
pasawd;  Changlng pasaoord Tor gllll
Entar login passeard:
L
Cornected ko 145, 192,32, 150 |22z - ams1zoche - hmac-mde - nore | SOeL7 | ﬁ ;
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13. At the Enter login password: prompt type in your old password and press
the Enter key on your keyboard. You will be prompted to enter your new
password. Do so and press Enter again. You will next be prompted to re-enter
your new password. Do so and press Enter again.

If you correctly typed your new password, you will see the on-screen
confirmation message:

sshd (SYSTEM): passwd successfully changed for <your username>
Note: if you mistype your new password the second time you will see the message:

sshd (SYSTEM): They don’t match; try again. See Figure 5a above.

IMPORTANT: Be sure to disconnect before closing the application.

Click on the Disconnect icon E on the tool bar or choose Disconnect
from the File menu.

Minimum System Requirements:

Pentium processor
Windows 95 or higher
32 MB RAM

15 MB disk space
Adobe Acrobat Reader
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NOTES
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FAQ

Q. | have always used Netscape Composer to create, update and publish my web
pages. Can | continue to use Composer?

A. The answer to this is both Yes and No. Yes, you can continue to use Composer
to create and update your web pages. No, you cannot continue to use Composer to
publish them. Since Netscape Composer’s publishing utility does not support the
SSH protocol, it will no longer work. You must use the SSH File Transfer Client to
publish the pages you edit in Composer.

Q. What about Dreamweaver? Can | still publish using Dreamweaver’s file transfer
utility?

A. Again, the answer is both Yes and No. Dreamweaver 4 or MX's built-in file transfer
utility will no longer work as configured. Dreamweaver 4 and MX users must use the SSH
Secure Shell File Transfer Client to upload your files. However, Dreamweaver MX 2004
now supports SSH and can publish directly to the web server. Macromedia's Contribute2
also supports SSH and can publish directly to the web server as well.

Q. I always saved my password in Netscape Composer. | don’t see any option to
do that in the SSH Secure Shell File Transfer Client. Isn’t that option available?

A. There is no “save password” option in Secure Shell. Each time you connect to
the new web server with Secure Shell, you must enter your password. To change
your password, you must use the SSH Secure Shell Client. The procedure to change
your password using SSH Secure Shell Client is contained within this document in
the Password Maintenance section.

IMPORTANT NOTE: Passwords must contain both an alpha character and a
numeric character within the first 6 characters.

Q. I use a Mac to develop, edit and publish my web pages. What SSH client do |
use?
If you are using Mac OS X a Secure Shell client is included with the operating
system. You can obtain a licensed copy of MacSFTP Secure File Transfer program
from the Software Distribution Center located in LIB 420 (CIT). Call x55793 for details.

A. | use Linux. What secure shell client is available to me?
Q. SSH Secure Shell software is available from http://www.ssh.com however
support for SSH on this platform is not currently available from ITS.

Q. Why was FTP and Telnet support removed from the new web server?

A. FTP and Telnet transmit passwords in clear text. In order to protect user
accounts and server integrity, SSH was implemented. More information on the SSH
protocol is available at: http://www.ssh.com/products/ssh/SSH_Secure_Shell.pdf
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